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ARTICLE INFO ABSTRACT

Article history: Nowadays, there is a crucial need to have an enhanced separation for air traffic to cope with the

Received: increase in the flight numbers which requires precise determination of aircraft location. Existing
Accepted: traditional surveillance technologies are not suitable for precise positioning of aircraft, and so,
Online: cannot guarantee the requirements for next-generation surveillance systems. Automatic Dependent

Surveillance-Broadcast (ADS-B) technology has been used recently to accurately find the position
Keywords: of aircraft. Unfortunately, this new technology suffers from potential cyber-attacks, such as
Spoofing spoofing and jamming. To check the trust of ADS-B data and enhance the position of aircraft,

Multilateration /ADS-B data fusion is utilized. Unfortunately, the existing localization verification
techniques are not accurately suitable for spoofing detection. Likewise, cryptographic methods that
use encryption methods require changing the ADS-B protocol and so, changing the current fleet. In
contrast, this paper presents a highly accurate and trusted surveillance framework that accurately
detects potential spoofing attacks in ADS-B. Furthermore, the proposed framework uses data fusion
of available trusted surveillance sensors, dynamic models of aircraft, and flight information systems
to achieve a very accurate surveillance system to be used for next-generation surveillance systems.
Our results show that the proposed framework significantly detects the various kinds of spoofing
attacks, such as constant/frog-boiling attacks. The localization accuracy of aircraft obtained from
our proposed framework is improved by 49% and 49% compared to ADS-B and multilateration,
respectively. Furthermore, the detection percentage of constant spoofing and frog-boiling attacks are
97% and 93%, respectively.

Multilateration
Automatic Dependent
Surveillance—Broadcast
Cybersecurity

Flight information system

1. Introduction been proposed to address ADS-B security issues and detect

spoofing in ADS-B. Such techniques can be classified into two
countermeasures: secure location verification (hon-cryptographic)
and secure broadcast authentication (cryptographic solutions). In
the location verification techniques, the position received from
ADS-B is verified with the location received from other
independent sources of information. This information could be
relevant to Kalman filter [8], distance bounding [9], [10],
secondary surveillance radar [11], MLAT [12], Angle of Arrival
(AoA) [13], [14], Doppler shift [15], and data fusion of ADS-B,
flight model of aircraft, MLAT, and flight information system
(FIS) [16]. The aforementioned location verification techniques
suffer from problems such as frog-boiling attacks [17], required
clock synchronization, or required additional surveillance sensors.

Using encryption technologies to detect ADS-B data spoofing

The increasing demand for flights worldwide has recently
caused critical air navigation facilities to receive significant
attention [1], [2]. To cope with such huge growth in air traffic
volume, many concerns have appeared. One of the main concerns
is to reduce the minimum separation between aircraft which
requires trusted and accurate surveillance systems. To overcome
these challenges, the European Union and Federal Aviation
Administration have launched Single European Sky Air Traffic
Management Research (SESAR) [3] and Next Generation Air
Transportation System (NextGen) [4] projects, respectively. In
the SESAR and NextGen projects, they use the Automatic
Dependent Surveillance-Broadcast (ADS-B) [5] instead of
traditional radar surveillance systems, primary and secondary

radars [6], [7]. The accuracy in determining aircraft position
using ADS-B outperforms primary and secondary radars.
Furthermore, the installation and maintenance costs of ADS-B
are much lower than traditional radars. ADS-B uses satellite
systems and inertial navigation to estimate aircraft position,
velocity, and other information followed by broadcasting this
information periodically to ground receivers. Unfortunately,
ADS-B is exposed to cyber-attacks, such as spoofing and
jamming, where security was not considered in the design of the
ADS-B system. For example, attackers can modify the trajectory
of an aircraft by jamming ADS-B messages and changing them
with modified data [1]. By using ADS-B as the main surveillance
system with potential cyber-attacks, it may cause a loss of
separation between neighboring aircraft and consequently has a
catastrophic impact on aviation safety. Many techniques have
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should not be applicable where this would violate the original
design of ADS-B which includes low-cost design. Additionally,
requires changing the avionics of the current fleet. Unlike the
existing techniques, our proposed framework aims to have a
highly accurate next-generation air traffic surveillance system
while mitigating the potential cyber-attacks, such as spoofing and
jamming, and without modifying the ADS-B standard. Our
proposed framework consists of two components. The first one is
the detection of spoofing in ADS-B by comparing the error
boundary of aircraft position received from ADS-B and the error
boundary of position information received from another
independent surveillance sensor. The other independent
surveillance sensor could be MLAT, secondary surveillance radar
(SSR) or data fusion of MLAT and SSR. MLAT is used mainly
in this study as the independent surveillance sensor.
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Tables 1 and 2 show the list of abbreviations and notations

used, respectively.
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Figure 1: Overview of the proposed spoofing detection and data fusion framework.

Table 1. List of abbreviations Ry Covariance matrix of error obtained from ADS-
Abbreviation | Full term B
ADS-B Automatic Dependent Surveillance—Broadcast Ry Covariance matrix of error in MLAT
AoA Angle of Arrival Tthreshold the threshold value
EBD Error Boundary Difference A Standard deviation in the error of ADS-B
FIS flight information system Oy Standard deviation in the error of MLAT
GNSS global navigation satellite system t time
IMM interacting multiple models Uy The noise in the measured position obtained
MLAT Multilateration - from ADS-B
NextGen Next Generation Air Transportation System Uy The noise vector of the MLAT
OWMF optimal weighting measurement fusion =
PSR primary surveillance radar Vpa(k), vea(k), The noise components of the ADS-B in the
SESAR Single European Sky Air Traffic Management Vpa (k) three-Cartesian coordinates
Research Veamaxs The maximum noise components of the ADS-B
SSR secondary surveillance radar Vyamax Vhamax in the three-Cartesian coordinates
TDOA time difference of arrival vym (k), vy (k), | The noise components of the MLAT in the
WAM Wide Area Multilateration K oo () three-Cartesian coordinates
M
Table 2. Summary of notations used VeMmaxr Vnmmax » The maximum noise components of the MLAT
Symbol Description Vi max in the three-Cartesian coordinates
aand b Weight coefficients z,(k) 3x1 vector denoting the aircraft position
d The distance between the position determined _ obtained from ADS-B
from ADS-B and MLAT Zy 3% 1 vector denoting the position of the
d’ The distance between the boundaries of error- ~ aircraft obtained from MLAT
cubes of ADS-B and MLAT The proposed framework can be easily applied to use SSR [33]
h, The coordinate of the aircraft obtained from or other inputs as other independent surveillance sensors. MLAT
ADS-B in the vertical plane is commonly used as an explicit surveillance technique or can be
hy The coordinate of aircraft obtained from MLAT established from recently available crowdsourced ADS-B
in the vertical plane networks, such as FlightRadar24, OpenSky Network, and
&4 The coordinates of aircraft obtained from ADS- FlightAware [18]. To detect spoofing, we propose our novel
B in horizontal plane function to check the trust percentage of ADS-B based on Error
&4 The coordinates of the aircraft obtained from Boundary Difference (EBD) between ADS-B and MLAT. The
MLAT in the horizontal plane percentage of estimated trust of ADS-B ranges from 0 to 100 %,
N4 & " hy The.té_xact (errorjerE) components of aircraft where 100% means that the information obtained _from ADS-I_3 is
position determined from ADS-B trusted and could be used to further enhance aircraft location,
Mg Eop 1tmt The exact (error-free) components of aircraft while 0% means that the information obtained from ADS-B is not
position determined from MLAT trusted and could not be used to enhance aircraft location. The
(k) The calculated trust of ADS-B second component is the data fusion of the available and trusted
(k) The modified trust of ADS-B surveillance sensors. For the availability of MLAT and ADS-B
7(k) The estimated trust of ADS-B with no spoofing detected, data fusion of MLAT/ADS-B, flight
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information, and dynamic model of aircraft is proposed to find
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the position of aircraft. For availability of MLAT and ADS-B,
with spoofing detected in ADS-B, data fusion of dynamic model
of aircraft, MLAT, and flight information is proposed to find the
position of the aircraft. Fig. 1 shows the overall block diagram of
the two components of our proposed framework. The second
component, data fusion, is mainly based on our previous work
[16] and will not be repeated in this study.

Our results show that our proposed frameworks significantly
detect the various types of spoofing attacks, constant and frog-
boiling attacks. In addition, our proposed framework can
accurately estimate aircraft position with potential jamming or
various kinds of spoofing attacks.

The main contributions of this study are as follows:

e Measure the trust percentage of ADS-B data and detect
various kinds of spoofing attacks (constant and frog-boiling)
using the proposed novel EBD function to check the trust
percentage.

e Further enhance aircraft location via the data fusion of the
available and trusted surveillance sensors, such that it can be
used for next-generation air traffic surveillance system.

¢ In both spoofing detection and data fusion stages, there is no
need to modify ADS-B standard or avionics on aircraft.

The rest of the paper is organized as follows. In Section 2, we
present the literature review. In Section 3, we discuss our
proposed framework to recognize spoofing in ADS-B. Then, we
assess the performance of our proposed frameworks in Section 4,
and finally, conclude the paper in Section 5.

2. Literature review

To address cybersecurity in ADS-B, many studies have been
proposed. Some methods include cryptographic solutions [19]-
[21], while others utilize location verification [14], [15], [22].
Recent techniques have been proposed that use machine learning
localization [18], [23]. Cryptographic techniques [19]-[21] utilize
encryption algorithms in the communication medium between
ADS-B ground sensors and transponders on-board the aircraft.
Such methodologies necessitate the participation of an
authentication key between the sender and receiver.
Unfortunately, the cryptographic techniques require modifying
ADS-B protocols and so significant modifications in the aircraft.
Location verification techniques can be used to detect spoofing in
ADS-B by comparing the position information obtained from
ADS-B ground sensors with those determined from other
methodologies. The other methodologies could be Kalman filter
[8], distance bounding [9], [10], MLAT [12], Angle of Arrival
(AoA) [13], [14], Doppler shift [15], and data fusion.

Kalman filter is one of the techniques used to verify the claim
received from ADS-B by evaluating the correlation between the
ADS-B intent and aircraft flight models [10], [24]. This technique
has been proposed mainly to verify the integrity of ADS-B data
and not for detecting and mitigating security threats purposes.
However, this technique can be used to verify the position claim
received by ADS-B. The authors of [8] use the Kalman filter as a
correlation technique between aircraft motions and the ADS-B
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intent. Unfortunately, Kalman filters can be triggered by a so-
called frog-boiling attack [17]. In the frog-boiling attack, the
attacker jams the original ADS-B data, while continuously
sending a light modification in the position of the aircraft. For a
gradual and slow change of aircraft position, the Kalman filter
will consider the injected information as a valid trajectory of the
aircraft.

Another technique used to check the claim received from
ADS-B is the distance bounding [9], [10]. In this technique, the
position claim received from ADS-B can be correlated with the
radiated power and time of flight relevant to the position of the
aircraft. This technique uses the fact that electromagnetic waves
move at the speed of light. This enables the calculation of a
distance on the basis of the time-of-flight between the ADS-B
transponder on the aircraft and the ADS-B receiver on the ground.
The determined distance is considered an upper bound. When
distance-bounding is used by many trusted ADS-B receivers
deployed on the ground, it can participate to determine the actual
position of the aircraft via trilateration. The authors of [9], [10]
use distance bounding to secure multilateration (MLAT) system
that can identify false position claims, under ideal assumptions.
Furthermore, taking into account received power strength.
However, the main concerns in using such techniques in air
traffic applications are difficult to resolve. Multilateration is one
of the common techniques of cooperative independent
surveillance. The aircraft position can be determined if the
distance between four or more locations is known. Thus,
multilateration requires several receivers in different known
locations that receive the same signal from the aircraft
transponder at different times. From the time difference of arrival
(TDOA), the aircraft position can be determined based on the
intersection of the hyperbolas. One of the significant advantages
of MLAT is using aircraft avionics that is already in place. In
other words, the existing avionics in aircraft will not be changed.
The authors of [25], in addition to using MLAT as back-up
surveillance, other possible roles for MLAT/WAM were
discussed as verification of navigation accuracies such as
comparing ADS-B data with multilateration data to verify data
accuracy and integrity. Furthermore, it can be used for spoofing
detection, where wide-area MLAT systems can be used to
identify valid aircraft position reports and the source of spoof
transmissions. However, MLAT requires time synchronization
and good distribution of ground receivers to achieve good
dilution of precision. Some techniques use AoA [13], [14], and
Doppler shift [15] to check the trust of ADS-B data.
Unfortunately, the proposed techniques that use AoA methods
necessitate utilizing sector antennas, while those using Doppler
shift depend on the participation of ADS-B sensors on the ground.

Another kind of non-cryptographic method is the data fusion
technique. The concept behind using this technique is the best use
of the available surveillance sensors, such as primary surveillance
radar (PSR), SSR, and MLAT, to check the claim received from
ADS-B. The authors of [26] propose the fusion of ADS-B and
radar information and indicate that this technique can enhance the
tracking quality. The authors of [27] propose a technique to fuse
many surveillance techniques, such as PSR, SSR, multilateration,
and flight plan information, not mainly for addressing security,
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but to detect faults generally. Such that this verification technique
can be used to know if data received from involved systems
operate outside normal parameters. The authors of [28] proposed
fusion from multi surveillance sensors, such as ground-based
augmentation systems, ADS-B, MLAT, and WAM for improved
performance of aircraft position and not for security purposes.
Furthermore, the author of [16] proposed the fusion of ADS-B,
MLAT, flight information, and dynamic flight model of aircraft
for enhancing the accuracy and security of ADS-B using optimal
weighting measurement fusion (OWMF) [16], and interacting
multiple models (IMM).

Recently, some techniques use machine-learning techniques
to estimate the trust of ADS-B data. For example, the authors of
[23] proposed a novel machine-learning algorithm that
establishes a fingerprint map representing the position of aircraft
at each location. Then, it augments the fingerprint map using the
previously-stored ADS-B data from the OpenSky network.

3. Proposed methodology to detect spoofing in ADS-B

In this section, the system model is illustrated followed by
discussing briefly the surveillance technologies, MLAT [12] and
ADS-B [29]. Then, we explain the details of our proposed
framework to detect spoofing in ADS-B.

3.1. System Model

In the system model, the ADS-B transponders are equipped
on-board aircraft that periodically broadcasts aircraft velocity,
position, and other information at frequency 1090 MHZ. The
broadcasted information is obtained from the flight management
systems deployed on the aircraft using the global navigation
satellite system (GNSS) and other on-board sensors. Then, the
ADS-B information is received by sensors deployed on the
ground which are connected to air traffic monitors to track
aircraft. ADS-B information broadcasted from the aircraft
transponder to ground receivers is prone to spoofing due to the
open nature of ADS-B algorithms. The attacker can intentionally
add constant error or gradual increasing error, frog-boiling attack,
to the position broadcasted to the ground receivers. Other than
ADS-B, multilateration ground sensors are utilized to determine
the aircraft’s location using the TDOA concept. In the local area
of the aerodrome, multilateration is used while Wide Area
Multilateration (WAM) is utilized in the en-route phase of flight,
as another surveillance technique. MLAT is commonly used as
an explicit surveillance technique or can be established from
recently available crowdsourced ADS-B networks. ADS-B
receivers deployed on the ground can receive ADS-B messages
broadcasted from aircraft transponder on the same frequency of
MLAT, 1090 MHZ. MLAT is assumed to be more secured than
ADS-B where the position of the aircraft is calculated on the
ground rather than calculated by other sources. Dynamic flight
models of aircraft and flight information systems are used in the
data fusion in this study where aircraft typically follow certain
routes with specific modes of operation. Furthermore, flight
information is typically available in most air navigation systems.

As mentioned before, ADS-B is an accurate surveillance
technique that is prone to spoofing due to the open nature of its
design. To detect spoofing in the ADS-B sensor, the aircraft
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position received from ADS-B is verified with the position
information received from another independent surveillance
sensor. The other independent surveillance sensor could be
MLAT, SSR, or data fusion of MLAT and SSR.

3.2. Overview of Multilateration system

MLAT [12] is a surveillance system utilized to determine the
aircraft’s location by using the TDOA of a signal transmitted out
from ADS-B transponders to many ground sensors deployed at
various known locations. MLAT system does not require
additional avionics where MLAT can participate in using
antennas of other systems. The position of aircraft determined
from the MLAT system can be written, as follows:

zy (k) = Eu(k)  ny (k) ha ()T 1)

where z,, is a 3x1 vector denoting the position of the aircraft

determined from MLAT. ¢,, and n,, represent the coordinates of
aircraft in the horizontal plane; h,, is the coordinate in the
vertical plane, at each time step k. Unfortunately, the received
location determined from MLAT is prone to noise due to a lack
of synchronization among ground MLAT sensors, white noise
errors, and propagation effects [30]. Therefore, the position
obtained from MLAT is prone to noise, v, , where v,, is the

noise vector of the MLAT which is modeled as Gaussian random
noise with zero mean and covariance matrix Ry, , i.e., vy ~

N(O,Ry).

3.3. Overview of Automatic Dependent Surveillance—Broadcast
system

ADS-B [5] is an aeronautical surveillance system in which an
aircraft estimates its location using GNSS and inertial navigation
system and then broadcasts this information periodically. Then,
the ground receivers received the broadcasted position
information. The precision of surveillance using ADS-B is more
accurate compared to traditional radars, PSR and SSR, and also
the installation cost is much lower than traditional radar systems.
The aircraft position received from the ADS-B receiver can be
denoted, as follows:

za(k) = [§alk) n(k)a  ha(R)]" )

where EA(k) is a 3x1 vector denoting the aircraft position

obtained from ADS-B. &,, n4 representing the coordinates of the
aircraft in the horizontal plane; h, is the coordinate in the vertical
plane, for each time step k.

Unfortunately, the aircraft location determined from ADS-B
is prone to noise that can be categorized as unintentional or
intentional errors [31]. On one hand, the sources of unintentional
errors are GPS jamming, noise in the inertial navigation system,
GPS satellite malfunctions, etc. The sources of intentional errors
are spoofing, including intentionally transmitting incorrect
aircraft data. Therefore, the error in ADS-B is named here as
v,(k), where v,(k) is the noise in the measured position in

ADS-B which follows Gaussian noise distribution with zero
mean and covariance matrix Ry, i.e., v4(k) ~ N(0,R,).
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3.4. Proposed EBD Framework to Detect Spoofing in ADS-B

To detect spoofing in the ADS-B sensor, aircraft position
received from ADS-B is judged with the position information
received from another independent surveillance sensor. This
independent surveillance sensor could be MLAT, SSR, or data
fusion of MLAT and SSR. In this paper, MLAT will be used as
the surveillance sensor to detect spoofing in ADS-B. MLAT is
commonly used as an explicit surveillance technique or can be
established from recently available crowdsourced ADS-B
networks such as FlightRadar24, FlightAware, and OpenSky
Network [18]. ldeally, the position information received from
ADS-B is the same as received from the other independent
surveillance sensor. Practically speaking, the position information
received from ADS-B, SSR, and MLAT suffers from errors, as
mentioned earlier. Hence, the position claim received from ADS-
B is trusted once the ADS-B position is within the range of the
actual position of the other surveillance sensor. In more detail, the
position of aircraft received from ADS-B and MLAT can be
rewritten in different forms as follow:

na(k) =7,(k) + vya(k)

©) )

$alk) =&, (k) +vea(k)
(4 )

hy(k) = hy(k) + vpa(k)
()

N (k) =1, (k) + vy (k)
(6) )

Sm(k) =&, (k) + vey (k)
™ )

hy (k) = hy (k) + vy (k)
8

where 7], &, ha, 7,,, &,, and hy, are the exact (error-free)
components of aircraft position determined from ADS-B and
MLAT sensors, respectively.

To detect spoofing in the ADS-B signal, we consider the
worst-case scenario in the comparison between the position
determined from ADS-B and MLAT. In the worst-case scenario,
we assume maximum error to be used in each dimension for both
ADS-B and the other independent surveillance sensor. This error
forms an error-cube boundary around the measured position of
ADS-B, assuming that the maximum error is the same in each
dimension for both ADS-B and MLAT. Fig. 2 shows the
measured position of ADS-B and the expected maximum error
which forms the error-cube boundary. Also, the same applies to
MLAT.

To detect spoofing in ADS-B, we calculate firstly the distance
between the position determined from ADS-B and MLAT, d, as
follows:

dk) =

LG = £ + (040 =m0 + (ha () — by (Y

©)
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Figure 2: Measured position and it’s error-cube envelop.

Secondly, we calculate the distance between the boundaries of
error-cubes of ADS-B and MLAT, d'. Then, calculating the
relative difference, (d(k) —d’(k))/d(k), and percentage of
trust of ADS-B, r(k), as follow:

d(k)—d' (k)

rtk) =01 - 2

)X100 (10)

For overlapping between error-cubes of ADS-B and MLAT,
the relative difference will be a negative value, which means that
the ADS-B position is judged to be a trusted source of
information. On the other hand, for no overlapping between
error-cubes of ADS-B and MLAT, the relative difference will be
a positive value. In that case, spoofing is expected in ADS-B.
Also, for close boundaries between ADS-B and MLAT, the
relative difference will be zero. Where d' is calculated as follows
for no-over-lapping between error boundaries:

er(k) = (l {A(k) - EM(k) | _(va,max + UfM,max))Z
+ (l UA(k) - nM(k) | _(vnA,max + 1717M,max))2

+ (l hA (k) - hM (k) | _(th,max + 17hM,max))2
(11)

Where || is the absolute value. Fig. 3 shows an example of
three various scenarios of correlation between the positions of
ADS-B and MLAT. For more details, Fig. 3a. , Fig. 3b. , and Fig.
3c. show overlapping, no overlapping, and zero overlapping
scenarios between the position of ADS-B and MLAT,
respectively.

To have a perfect spoofing detection mechanism, the trust
percentage should be 100% at normal error levels in ADS-B
while 0% at high unexpected error levels in ADS-B. By using the
above-mentioned equations to calculate the measured trust of
ADS-B, r(k), we can find two issues. The first one is that even if
there is a large ADS-B error, the corresponding trust, r(k), is
high at some instants. This anomaly in the spoofing detection is
due to using the max error boundary in both MLAT and ADS-B.
To illustrate this, we insert a high constant error in ADS-B at
time t=40 sec with a period of 80 sec, as shown in Fig. 4. Fig. 4
shows the calculated trust, r, with spoofing in ADS-B. As we can
see from Fig. 4, around 10% missed in the correct spoofing
detection framework while for normal error levels in ADS-B,
from time t= 0 to 40 sec, the trust percentage is 100%. To



Vol.43, No.1. January 2024

mitigate this issue, we calculate the trust, #(k), based not only on
the current values but also using recent history values as follows:

(k) = a[r(k)]+ blr(k — 1) +r(k — 2) + r(k — 3)]

Where a and b are weight coefficients. The second issue is
that even if there is a high error in ADS-B, the corresponding
trust is not zero. In order to have a very low trust at high
unexpected error in ADS-B, we apply the following condition to
calculate the estimated trust:

0
#(k)

k) = { 7(k) <= Tipresnoia» ADS-B is neglected
(k) > Tipresnora» ADS-B is used
(13)
Where the values of a, b and ryp,,-0sp01q Will be estimated in
the simulation section. Algorithm 1 summarizes the proposed
methodology.

Algorithm 1. Algorithm for the proposed methodology
1. Input position reports received from ADS-B and MLAT, weight
coefficients (a and b), "ipreshora
2. For each input report do
3. Cal. the distance between the position determined from ADS-B
and MLAT, d using eg. 9
4. Cal. the distance between the boundaries of error-cubes of ADS-
B and MLAT, d’ using eq. 11
5. Cal. the trust of ADS-B, r, given (d’, d) using eq. 10
6. Convert the trust of ADS-B, r, into modified trust # given
(a and b) using eq. 12
7. Convert the modified trust of ADS-B, 7, into estimated trust
7 given (7 and 7presnora) USING €. 13
8. If 7 ==
9. ADS-B is not trusted and neglected and the final
aircraft position is the output of data fusion of dynamic
flight models of aircraft, MLAT, and flight information.
10. else
11. ADS-B is trusted and the final aircraft position is
the output of data fusion of MLAT and ADS-B systems
with the integration of the flight information and
dynamic flight models of aircraft.
12. end if
13. End for

4. Simulation results and analysis
4.1. Simulation Environment

In this section, we evaluate the performance of our proposed
framework using Matlab simulations. WAM is utilized in the en-
route phase of flights while MLAT is utilized in the local area of
the aerodrome [31]. Unlike the positioning accuracy of MLAT
which decreases with long distances, the accuracy in determining
aircraft position using ADS-B is typically fixed over long
distances [27]. Therefore, we follow [28], [31], [32] and consider
the ADS-B noise v,, modeled as Gaussian distribution with zero

mean and standard deviation of 30 m. Furthermore, the error in
the position determined from MLAT, v,,, is modeled as Gaussian

distribution with zero mean and standard deviation of 30 m.

(12)
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Measured position
using MLAT

Measured
position using
ADS-B

(a) relative difference is a negative value.

Measured position
using MLAT

Measured position
using ADS-B

(b) relative difference is a positive value.

Measured position
using MLAT

Measured position
using ADS-B

(c) relative difference is zero.
Figure. 3 lllustration of different values of the relative
difference between the error-cubes of ADS-B and MLAT.

Position information of aircraft determined by ADS-B is
periodically broadcasted every 0.5 sec [33]. For reducing the
simulation time and correspond to the update rate of the MLAT
which is one second [33], we assume that the update rate of ADS-
B is also one second, without loss of generality. The values of
Tenreshold, @ and b are set to be 99.3%, 0.4 and 0.2 to achieve
minimum error. To have a stable estimate of the results, Monte
Carlo technique [16] is used in calculating the reported results for
1000 times.
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Figure 4: Illustration of measured and estimated trust of ADS-B.

4.2. The Impact of the Maximum Error Boundary of
Surveillance Sensor

As mentioned earlier, for detection of spoofing in ADS-B
information, we consider the maximum expected position error in
both ADS-B and the other independent surveillance sensor,
MLAT in this experiment. In order to set the best maximum error,
we simulate our proposed framework at different values of the
maximum error with different values of the error in ADS-B for
aircraft moving at 100 m/sec. In this experiment, we assume that
Vnamax= 104 , 204 and 3o, and vy max= 1oy , 20y and 3oy.
Where g, and gy, are the standard deviation of the noise
covariance in ADS-B and MLAT respectively. Fig. 5 shows the
trust of ADS-B, r, at different values of the maximum error
boundary, as a function of the error in ADS-B. As we can see
from Fig. 5, for normal error levels in ADS-B, the trust of ADS-B
is 100% at max expected error of 20, and 3a, while the trust is
less than 100% at 10,.

And so, setting the max expected error to 1a, is not
satisfactory. As the error in ADS-B increases more than the
normal error level, the trust of ADS-B decreases at 2a, than 3a;,.
Hence, the best-expected max error is set to be 2a, to have 100%
trust at the normal error level in ADS-B and low trust at large
error in ADS-B than the normal error levels.
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4.3.Impact of the Constant Spoofing Attack in ADS-B on the
Performance of our Proposed Framework
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Figure 5: Illustration of trust at various values of
maximum error.

In this section, we demonstrate the performance of our
proposed spoofing detection framework in the scenario of a
constant spoofing attack. In this scenario, we assume that the
attacker adding a constant error in the position received from
ADS-B. In order to achieve that, we insert a constant error in
ADS-B at time t=40 sec with a period of 80 sec. Fig. 6 shows
the measured trust, estimated trust, and the error of the estimated
position determined from MLAT, and ADS-B. As we can see
from Fig. 6, for normal error levels in ADS-B, from time t=0 to
40 sec and from t=120 to 140 sec, there is no spoofing detected
in ADS-B and the measured trust is 100% while the estimated
trust is slightly less than 100%. Then the estimated position
received from our proposed framework is the data fusion of
MLAT, ADS-B, dynamic flight models of aircraft, and flight
information. In that case, the average RMSE of our proposed data
fusion framework is 15.3 meters which improve the aircraft
position by 49% and 49% more than MLAT and ADS-B,
respectively. On the other hand, the error of the position received
from ADS-B from time t=40 sec to 120 sec, is higher than the
normal ADS-B error, 160 meters in this experiment. The
corresponding measured average trust of ADS-B, r, sharply
decreases from 100% to 80% while the average estimated trust
sharply decreases from 100% to almost zero. For these very small
values of the estimated trust, the position information received
from ADS-B is neglected. As shown in Fig. 6, the detection
percentage of constant spoofing attacks is 97%. Then the
estimated position received from our proposed framework is the
data fusion of dynamic flight models of aircraft, MLAT, and
flight information. In that case, the average RMSE of our
proposed data fusion framework is 20.2 meters which is lower
than using MLAT only (30 meters) by 33%.

4.4. Impact of the Frog-Boiling Spoofing Attack in ADS-B on
the Performance of our Proposed Framework

In this section, we demonstrate the performance of our
proposed spoofing detection framework in the scenario of a frog-
boiling attack. In the frog-boiling attack scenario, the attacker
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continuously adds a small
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Figure 6: Impact of constant spoofing attack in ADS-B

This added error is small enough to detect an anomaly in
ADS-B where the measured trust is within the acceptable values.
In other words, the attacker disrupts the position information
received from ADS-B while consistently operating within the
threshold of trust. In order to demonstrate that, we intentionally
insert a gradual error in ADS-B from time t=40 sec to time t=120
sec with a step error of 3.34 meters approximately. Fig. 7 shows
the measured trust, estimated trust, the error of the calculated
position determined from ADS-B and MLAT, and our proposed
ADS-B/MLAT framework. As we can see from Fig. 7, the error
of the position received from ADS-B is gradually increased from
the normal ADS-B error to approximately 280 meters in this
experiment. The corresponding average measured trust of ADS-B
slowly decreases with the gradual increase in the ADS-B error
while the average estimated trust decreases more sharply and then
closes to zero at RMES of 140 m. From time t=40 sec to 80 sec,
the error in ADS-B is not enough for spoofing to be clearly
detected where condition 7(k) > Tipresnoia 1S applied and the
position information received from ADS-B is still used. The
position error of our data fusion framework increases up to the
error level of MLAT. Starting from time ¢t=85 sec to t=120 sec,
the estimated trust is zero where condition 7#(k) <= Tpresnota 1S
applied and the position information received from ADS-B is

error in the position determined by
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neglected. As shown in Fig. 7, the detection percentage of frog-
boiling spoofing attacks is 93%.
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Figure 7: Impact of Frog-Boiling spoofing attack.

Then the estimated position received from our proposed
framework is the data fusion of MLAT and flight information. In
that case, the RMSE of our proposed data fusion framework is
20.2 meters which is lower than using MLAT only (30 meters) by
33%.

5. Conclusions

In this paper, we proposed a high accurate surveillance
framework with potential cyber-attacks in ADS-B. To achieve
these targets, we proposed a comprehensive framework to detect
spoofing in ADS-B and mitigate the consequences of potential
jamming and spoofing attacks. For detection of spoofing in ADS-
B, we proposed a novel EBD function via verification of the error
boundary of ADS-B with other surveillance sensors. The
accuracy of our proposed spoofing detection framework achieved
good results in various scenarios of attack like constant and frog-
boiling attacks. In more detail:

e For normal error levels in ADS-B reports (trusted ADS-B data),
the estimated aircraft position received from our proposed
framework data fusion is the data fusion of MLAT and ADS-B
systems with the integration of the flight information and
dynamic flight models of aircraft. Then, the average RMSE of
our proposed data fusion framework is 15.3 meters which
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improve the aircraft position by 49% and 49% more than
MLAT and ADS-B, respectively.

e For constant spoofing attacks, the detection percentage of
constant spoofing attacks is 97%. Then the estimated position
received from our proposed framework is the data fusion of

dynamic flight models of aircraft, MLAT,

and flight

information. In that case, the average RMSE of our proposed
data fusion framework is 20.2 meters which is lower than using
MLAT only (30 meters) by 33%.

e For frog-boiling attacks, the detection percentage of attack is
93%. Then the estimated position received from our proposed
framework is the data fusion of MLAT and flight information.
In that case, the RMSE of our proposed data fusion framework
is 20.2 meters which is lower than using MLAT only (30
meters) by 33%.

Therefore, the proposed technique guarantee the specifications
of next-generation surveillance systems.
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